Full-phase photon-counting double-random-phase encryption.
We investigate a full-phase-based photon-counting double-random-phase encryption (PC-DRPE) method. A PC technique is applied during the encryption process, creating sparse images. The statistical distribution of the PC decrypted data for full-phase encoding and amplitude-phase encoding are derived, and their statistical parameters are used for authentication. The performance of the full-phase PC-DRPE is compared with the amplitude-based PC-DRPE method. The PC decrypted images make it difficult to visually authenticate the input image; however, advanced correlation filters can be used to authenticate the decrypted images given the correct keys. Initial computational simulations show that the full-phase PC-DRPE has the potential to require fewer photons for authentication than the amplitude-based PC-DRPE.